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MISSION STATEMENT
At St John the Baptist Catholic Primary School:


we encourage each other to live our lives based on Gospel values;



we acknowledge and nurture the unique gifts in every individual;



we have a positive vision of our Faith;



we ensure that prayer, reflection and worship form an integral part of every day;



we recognise each person as a vital part of God’s creation;



we lay the foundations for successful, lifelong learning;



we are at the heart of our Parish, welcoming, supporting and working in partnership with families.

This policy should be read in conjunction with the following policies: Acceptable use of the Internet, ICT,
Child-Protection, Safeguarding, Data Protection and Anti- Bullying

Why Internet use is important?
 The Internet is an essential element in 21st century life for education, business sand social interaction.
 We recognise that we have a duty to provide children with quality Internet access as part of their learning
experiences.
 Internet use is a part of the statutory curriculum and a necessary tool for all staff and pupils.
Internet use will enhance learning
The school Internet access will be designed expressly for pupil use and will include filtering using SWGFL software.
Pupils will be taught what Internet use is acceptable and what is not and given the responsibility of working within
these expectations.
Pupils will be educated in the effective use of the Internet to support their learning. This will be through an ageappropriate, progressive curriculum.
Curriculum
Online safety education is an integral part of our curriculum will be provided in the following ways:








A planned digital literacy programme is provided as part of the Computing Curriculum and is regularly
revisited, covering both the use of ICT and new technologies in and outside of school.
Through the planned curriculum the children will be taught to use technology safely and respectfully,
keeping personal information private; identify where to go for help and support when they have concerns
about content or contact on the internet or other online technologies
Key online safety messages are reinforced as part of a planned programme of assemblies and through
PSHE circle time activities
Children should be taught in all lessons to be critically aware of the materials / content they access on-line
and be guided to validate the accuracy of information
Children should be helped to understand the need for the pupil AUP and encouraged to adopt safe and
responsible use of ICT, the internet and mobile devices both within and outside school
Rules for use of ICT, the network and the internet will be posted in all classrooms
Staff should act as good role models in their use of ICT, the internet and mobile devices

Online safety should be a focus in all areas of the curriculum and all staff have a responsibility to reinforce
online safety messages in the use of ICT across the curriculum.





In the EYFS and KS1 it is best practice that children should be guided to sites checked as suitable for their
use.
Children in KS2 are taught to use the internet for research purposes. A child-friendly safe search engine is
the pupils default home page. Where alternative search engines e.g. Google are used teachers will ensure
that the safe-search option is enabled.
Children should be taught in all lessons to be critically aware of the materials / content they access on-line
and be guided to validate the accuracy of any information
Children should be taught to acknowledge the source of information used and to respect copyright when
using information and material from the internet.

If children were to access information that was inappropriate the procedure is as follows
 Turn off their screen on the computer or device
 Tell a trusted adult immediately - class-teacher or teaching assistant
 Teacher to view the screen and complete an online-safety incident report form, recording the exact url, see
appendix 1
 The form is passed to Abbigayle Richards, the online safety lead and in her absence to Nichola Teixeira,
the designated safeguarding lead.
 The issue will be investigated and passed onto SWGFL, as deemed necessary
 An update on the progress of the issue will be given to the class teacher and the children involved, as
appropriate
Education – Parents
“There is a generational divide” (Byron Report)
Parents and carers may have a limited understanding of online safety risks and issues, yet they play an essential
role in the continuing education of their children and in monitoring their online experiences. Parents may
underestimate how often children may come across inappropriate material on the internet and are often unsure
about what they would do about it.
The school will seek to provide information to parents and carers through:
 Letters
 Newsletters
 Website
 Parent information meetings
Education & Training – Staff and Governors
It is essential that all staff receive online safety training and understand their responsibilities, as outlined in this
policy.








Online safety forms part of the induction process for all new staff. They will be given online safety training,
delivered in house by the online safety lead.
A planned programme of formal online safety training will be made available to staff.
An audit of the online safety training needs of all staff will be carried out regularly.
The online safety coordinator will receive regular updates through attendance at LA training sessions and
by reviewing guidance documents released by Naace, Swgfl, Ofsted and the DfE.
This online safety policy and its updates will be presented to and discussed by staff in professional
development meetings. An annual update is provided for all staff, in conjunction with regular updates to
policy and practice.
The online safety coordinator will provide advice, guidance and training to individuals as required
All staff are expected to sign an acceptable use policy annually

Through our comprehensive training and support we aim that
 All adults understand the risks posed by adults or learners who use technology, including the internet, to
bully, groom, radicalise or abuse children or learners.
 They have well-developed strategies in place to keep children and learners safe and to support them to
develop their own understanding of these risks and in learning how to keep themselves and others safe.

Leadership and Management
We have a designated online safety leader in school who works closely with the designated safeguarding lead to
ensure the safety of all members of the school community.
Leaders oversee the safe use of technology when children and learners are in their care and take action
immediately if they are concerned about bullying or children’s well-being.
Leaders and managers are aware of the potential issues with the safe use of electronic and social media by staff
and learners and take action immediately if they are concerned about bullying or risky behaviours. Advice is given
to staff as part of the induction process and through ongoing staff training.

The governing body have a strategic role in developing our online safety provision. There is a designated online
safety governor and all governors receive up to date training at least annually, delivered in-house by our online
safety lead.
Technical – infrastructure / equipment, filtering and monitoring





















The school will be responsible for ensuring that the school infrastructure and network is as safe and secure
as is reasonably possible and that policies and procedures approved within this policy are implemented.
School ICT systems will be managed in ways that ensure that the school meets the online safety technical
requirements outlined in the LA online safety guidance and the current Ofsted guidance
There will be regular reviews and audits of the safety and security of school ICT systems
Servers, wireless systems and cabling must be securely located and physical access restricted
All users will have clearly defined access rights to school ICT systems. All staff have full administration
rights to the school system. Any network changes should be discussed with the ICT subject leader, before
any changes are made.
The school maintains and supports the managed filtering service provided by SWGFL.
Teaching staff will have access to the SWGFL proxy to enable them to unblock a specific site for a teaching
session. Whenever a site has been unblocked the relevant form should be completed, indicating the site
and the reason for unblocking the site, and returned to the online safety coordinator.
It is the responsibility of the member of staff to check the content of any sites that they use in school.
It is important that the SWGFL proxy password is not shared with pupils. If a member of staff thinks that the
password may have been compromised this should be reported to the online safety coordinator and/or the
Headteacher as soon as possible.
Any global changes to the filtering policies can only be undertaken by members of staff with the
management access rights. The named members of staff who the Headteacher, Deputy Headteacher and
online safety coordinator. When making any global changes to the filtering system the relevant form must
be completed, indicating the reasons for the change and signed. It will then be passed to the online safety
coordinator and filed. See Appendix 2
Any filtering issues should be reported immediately to the online safety coordinator and/or the
Headteacher. When necessary these issues will be escalated to SWGFL
School ICT technical staff and the Headteacher regularly monitor and record the activity of users on the
school ICT systems and users are made aware of this in the Acceptable Use Policy
Any potential or actual online safety issues will be reported to the online safety coordinator and the
Headteacher
Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems, work
stations, hand held devices etc. from accidental or malicious attempts which might threaten the security of
the school systems and data. .
An agreed policy is in place regarding the use of removable media (e.g. memory sticks / CDs / DVDs) by
users on school workstations / portable devices. Removable media should only be used on the school
network where up to date virus protection can be ensured. Memory sticks that contain personal data of
pupils and/or staff should be password protected.
The school infrastructure and individual workstations are protected by up to date virus software.
Personal data cannot be sent over the internet or taken off the school site unless safely encrypted or
otherwise secured.
The online safety coordinator will ensure that regular checks are made to ensure that the filtering methods
selected are appropriate, effective and reasonable.

Use of digital and video images - Photographic, Video
The development of digital imaging technologies has created significant benefits to learning, allowing staff and pupils
instant use of images that they have recorded themselves or downloaded from the internet. However, staff and pupils
need to be aware of the risks associated with sharing images and with posting digital images on the internet. Those
images may remain available on the internet forever and may cause harm or embarrassment to individuals in the short or
longer term. The school will inform and educate users about these risks and will implement policies to reduce the likelihood
of the potential for harm:


When using digital images, staff should inform and educate pupils about the risks associated with the taking, use,
sharing, publication and distribution of images. In particular they should recognise the risks attached to publishing
their own images on the internet e.g. on social networking sites.
Staff are encouraged to take digital and/or video images to support teaching and learning, but must follow school
policies concerning the sharing, distribution and publication of those images. Staff should ensure that images of
children taken on mobile devices are not taken off site. Images of children taken on Ipads should be uploaded to
the mac server
Care should be taken when taking digital / video images that children are appropriately dressed.
Children must not take, use, share, publish or distribute images of others without their permission
Photographs published on the website, or elsewhere that include children will be selected carefully and will
comply with good practice guidance on the use of such images.
Childrens’ full names will not be used anywhere on a website, particularly in association with photographs.
Written permission from parents or carers will be obtained before photographs of children are published on the
school website









Data Protection
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998
which states that personal data must be:
 Fairly and lawfully processed
 Processed for limited purposes
 Adequate, relevant and not excessive
 Accurate
 Kept no longer than is necessary
 Processed in accordance with the data subject’s rights
 Secure



Only transferred to others with adequate protection.

Staff must ensure that they:
 Take care to ensure the safe keeping of personal data, minimizing the risk of its loss or misuse at all times
 Use personal data only on secure password protected computers and other devices, ensuring that they are
properly “logged-off” at the end of anysession in which they are using personal data.
 Transfer data using encryption and secure password protected devices.

When personal data is stored on any portable computer system, USB stick or any other removable media:
 The data must be encrypted and password protected





The device must be password protected (many memory sticks / cards and other mobile devices cannot be
password protected)
The device must offer approved virus and malware checking software
The data must be securely deleted from the device, in line with school policy once it has been transferred or
its use is complete.

Published content and the school web site
The contact details on the Web site should be the school address, e-mail and telephone number. Staff or pupils’
personal information will not be published.
The head teacher will take overall editorial responsibility and ensure that content is accurate and appropriate.

Publishing pupil’s images and work
 Photographs that include children will be selected carefully




Childrens’ full names will not be used anywhere on the website, particularly in association with
photographs.
Written permission from parents will be obtained before photographs of children are published on the school
website. A complete list of those pupils with parental permission is kept in the school office. Class teachers
retain a copy of those lists relevant to their class.

Social networking and personal publishing
 The school will block/filter access to social networking sites unless a specific use is approved.
 Children will be taught never to give out personal details of any kind which may identify them or their location
 Children are taught not to place personal photos on any social network space.




Children are advised on security and encouraged to set passwords, and taught how to block and report
unwanted communications.
Children and parents will be advised that the use of many social network spaces outside school is inappropriate
for primary aged pupils. They will be taught about the age restrictions of common social networking sites.

Communications
A wide range of rapidly developing communications technologies has the potential to enhance learning
When using communication technologies the school considers the following as good practice:
 The official school email service may be regarded as safe and secure and is monitored. Staff and children
should therefore use only the school email service to communicate electronically with others when in school
 Staff and children need to be aware that email communications may be monitored








Staff and children must immediately report, to the nominated person – in accordance with the school policy, the
receipt of any email that makes them feel uncomfortable, is offensive, threatening or bullying in nature and
must not respond to any such email.
Any digital communication between staff and students / pupils or parents / carers must be professional in
tone and content. These communications may only take place on official school systems. Personal email
addresses, text messaging or public chat / social networking programmes must not be used for these
communications.
Whole class, group or individual email addresses will be used, for educational use
Children should be taught about email safety issues, such as the risks attached to the use of personal details.
They should also be taught strategies to deal with inappropriate emails and be reminded of the need to write
emails clearly and correctly and not include any unsuitable or abusive material.
Children should only bring mobile phones into school in accordance with the school policy. In
exceptionable circumstances a pupil may bring a mobile phone into school where prior permission has
been sought from the head teacher. The phone will be handed to a member of school staff to be kept
securely during the school day.

Password Security
 Password security is essential for staff, particularly as they are able to access and use pupil data. All staff are
expected to have secure passwords which are not shared with anyone.
 The children are expected to keep their passwords secret and not to share with others, particularly their
friends. Staff and children are regularly reminded of the need for password security.
 Children are provided with a class network username. Staff members have a network, e-mail, and SIMS
password.
 If a password may have been compromised or someone else has become aware of the password the child
or adult must report this to the online safety coordinator.
 All staff are aware of their individual responsibilities to protect the security and confidentiality of school
networks.

Responding to incidents of misuse
It is hoped that all members of the school community will be responsible users of ICT, who understand and follow this
policy. However, there may be times when infringements of the policy could take place, through careless or irresponsible
or, very rarely, through deliberate misuse. Any incidents of misuse will be reported to the Headteacher and/or the online
safety coordinator.

Appendix 1

Online Safety Incident Log

Date/Time:
Details of incident:

Who was involved:

Reported to:

Action taken:

Follow up actions required:

Appendix 2

Request for global access to an internet site

Date
Member of staff

URL of website

Reason/ Educational use

Action taken:

Actioned by:

